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Preliminaries

• Perform localization 
in a privacy 
preserving way

• Preserve privacy for 
both queries (image) 
and maps (point 
cloud)

• Improve both privacy 
and accuracy

Pipeline

Overview

• Introduce uncertainty by permuting points

• Improve localization performance by point recovery

• Decrease performance gap between privacy-preserving 
and traditional localization and increase complexity

Point Recovery

Line Cloud Inversion Attack

Experiments

Effectiveness of Point Recovery

Results (Privacy-Preserving Query) Runtime Analysis
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Results (Privacy-Preserving Map) Results (Gravity Prior)

Recovery Ratio

One-side Recovery Attack Impact of the Number of Correspondences

One-side Recovery Attack

• Corresponding 3D point lies 
on one of two planes passing 
through the image point 

• The minimal solver needs 6 
2D-line-to-3D-point 
correspondences ➔ iterate all 
26 = 64 configurations to get a 
pose

• With a camera pose, the 
reprojected point of an inlier 
should be close to the original 
points

• A pair would form a rectangle 
if both points are inliers 
(permuted + reprojected)

• Rectangles ➔ original pairs

• Swapping and recovery in 3D

Localization

Task

Privacy Concern

• Feature inversion can synthesize images with high 
fidelity from raw features

• Point cloud and line cloud can be inverted to reveal 
scene information

• Protect the image features (point cloud) from revealing
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Project Page

https://lpanaf.github.io/iccv23_pri
vacy_permute/
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Amortized linear runtime 𝑂(𝑛) 
complexity on average

26 = 64 possible configurations
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